Task 2(Networking):
First :
This summary related to network types:
Types of Network:
1- LAN:
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4-MAN(Metropolition network):
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5-WAN(Wide area network):
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6-SAN(Storage area network):
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This is summary related to network tapologies:

1-Bus tapology:
all devices with each other with one cable
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2-Ring:
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3-Mesh:
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hight cost and difficult to install and troubleshot
4-Star(common use):
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This is summary of network devices:
1-Hub:
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broadcast device, half duplex,doesnot store any information ,only one device can
send data at a time
2-Switch:

MAC Address Ju e (S5 5 3¢ JS BN Ja s e S5 ilgd) (5
3-Router:
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This is simple simulate network with 2 switches and
rourter in Cisco packeft tracer :
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Explain how ARP, DNS, and NAT play a role in communication:
1-DNS(Domain name system):
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2-ARP(Address resolution protocol):
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3-NAT:
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1-Static(one to one mapping) :
public IP 10 a¢h Ada < 5N agldd) 3gle 55l 10 gais o A
2-Dynamic(many to many mapping):
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3-PAT(port address translation)(many to one):
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This is applaying DNS packet tracer:
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TCP vs. UDP Analysis:
1-TCP:
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2-UDP:
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examples for using TCP:
1-Amazon website:
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2-Gmail:
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examples for using UDP:
1- Whats app calls:
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OSI Model & TCP/IP Model
Map out how data travels from a sender to a receiver using the
.layers of the OSI model
Explain how TCP/IP differs from OSI :

1-OSI Model:
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1-Application layer:
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3-Session layer:
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5-Network layer:
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Protocol TCP/IP

How differ it from OSI ?

layers J) s < J8) o8l g haally dgads
layers in TCP/IP:
1-application(application,presentation and session in OSl)
2-transport(transport in OSI)
3-internet (network in OSI)
4-link(data link and physical layer in OSl)
and updated fto...
1-application
2-transport
3-network
4-data link
5-physical

Attacks

1-DNS Poisoning:
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security risks in the network &mitigation strategies

1-DHCP Starvation Attack:

L) JP I guglis JS £ 3s DHCP J) G Al 8 DHCP J i) Y1 Ju s attacker J) Az
Jhaahi LlS Al Ml g A388a 3 3¢l U JP 45b (ilby W attacker J) o
sdad)
IP &ashis il (e A3 gl gal) i) 3 3¢aY) aial DHCP Snooping Jaiii-1
3 S gl (5an ) lllal a3ad e 3n ks -2

2-MAC Flooding Attack (Js:> 3 £) MAC):
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A basic network diagram

I made it with Cisco Packet Tracer:
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