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Please use cURL
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|—_j- ]-[10.10.15.213]-[htb-ac-1751650@ 1=[~]
[«]$ curl 94.237.48.103:45336

<IDOCTYPE html>

<html lang="en">

<head>
<meta charset="UTF-8">
<meta http-equiv="X-UA-Compatible" content="IE=edge">
<meta name="viewport" content="width=device-width, initial-scale=1.0">
<title>Blank Page</title>
</head>

T 9 @ 4L 9 &« U

<body>
This page is intentionally left blank.
<br>
Using cURL should be enough.

</body>

</html> [ ]1-[10.10.15.213]-[htb-ac-1751650¢ =4
L— [«]1$ curl http://94.237.48.103:45336/download.php
HTB{64%!c_cURL_u$3r} [ ]-[10.10.15.213]-[htb-ac-1751650@ i K
I (%]$
(3] $_



Questions

= Cheat Sheet
Answer the question(s) below to complete this Section and earn cubesl

Target(s): 94.237.48.103:45336 ~
Life Left: 86 minute(s)

+183 To get the flag, start the above exercise, then use cURL to download the file returned by

'/download.php’ in the server shown above.

HTB{64$!c_cURL_u$3r}

e Submit
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oo progress (13%)

TRY HACKME

+ Correct Answer

~ Correct Answer

LR B g nryhackme comd
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Welcome To TryHackMe

~ Correct Answer

v Correct Answer




HTTP/1.1 200 Ok

Server: nginx/1.15.8

‘Wed, 12 Feb 2025 20:55:46 GMT

Content-Type: text/html; charset=utf-8
Content-Length: 252

Last-Modified: Wed, 12 Feb 2025 20:55:46 GMT

<html>
<head>

<title>TryHackMe</title>
</head>
<bady>

Welcome to the Room page THM(YOU'RE_IN_THE_ROOM}
</bady>
</html>

® THM Browser

Welcome to the Room page THM{YOU'RE_IN_THE_ROOM}

Make a GET request to /room

Make a GET request to /blog and using the gear icon set the id parameter to 1 in the URL field

v Correct Answer

v Correct Answer

Make a PUT request to /user/2 with the username parameter set to admin

POST the username of thm and a password of letmein to /login




Make a DELETE request to fuser/1

T } v Correct Answer

Make a PUT request to /user/2 with the username parameter set to admin

POST the username of thm and a password of letmein to /login

v Correct Answer m

v Correct Answer @ Hint

PUT w http://tryhackme.com/user/2

PUT fuserf/2 HTTP/1.1

Host: tryhackme.com

User-Agent: Mozilla/5.0 Firefox/87.0
Content-Length: 0

Response

HTTP/1.1 200 Ok

Server: nginx/1.15.8

Wed, 12 Feb 2025 22:48:42 GMT

Content-Type: text/html; charset=utf-8
Content-Length: 251

Last-Modified: Wed, 12 Feb 2025 22:48:42 GMT

<html>

<head>
<title>TryHackMec</title>
</head>
<body>
Username changed to admin THM{USER_HAS_UPDATED}
</body>
</html>




